Microsoft Code Contracts

Explicit Expectations
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Local Touch—Global Reach. Presenter: Eric Swanson, Principal Consultant ’ﬁ SOGETI



The Problem

« Developer Expectations

3«

‘| expect this argument to never be null.” “| assume this array will
never be null.” “| promise you my code will always return a positive
integer.”

* The Classic Example

if (arg == null) throw new ArgumentNullException( ‘arg” ) ;

« Expectations for Interfaces vs Classes

NET interface’s don’t contain implementation details. But, isn’t the
fact that a particular method’s argument and return value should
never ever be null a concern of the interface definition and not the
classes that implement it?
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Solution Evolution

« Spec# Beginnings i Microsoft Research has been working hard for
years on a language feature to allow developers to explicitly state code
specifications in-line!

« Pex T MS Research has also been developing a solution for
automated, exploratory testing; just point it at a method, class, library,
etc. and it will start testing and reporting potential bugs.

« Code Contracts i Lessons learned from Spec# were composed into
a new library to be included in the .NET 4.0 and Visual Studio 2010
releases. However, a compatibility solution also exists for .NET 2.0+ to
use them pervasively.
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Solution Overview

« What? Contracts specify input requirements, code assumptions and
assertions, and output guarantees.

« Attributes vs. In-Line 7 One of the biggest lessons from Spec# was
the lack of flexibility that using .NET code attributes provided compared
with in-line code calls.

* Robust Flexibility i The code analysis from Spec# and Pex led to a
solution that can be configured for any build configuration (Debug,
Release, etc.) and also flipped on or off for runtime execution
compliance (e.g. verifying that a non-null argument is not null) as well as
statically verified compliance (i.e. clients do not break the contract
specification, e.g. non-null service argument is never verified by the
caller before it is passed to the service).
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Code Example #1

Simple Contracts

class Person {
private readonly string name;
public Person(string name) {
Contract.Requires (!String.IsNullOrEmpty( na me) , ‘“whoopaee! " ) ;
this.name = name;
}
public string Name {
[Pure] get {
// even though the #ctor checks, we need to make the guarantee
Contract.Ensures (
!'String.IsNullOrEmpty (Contract.Result<string>()),
“ Na m#oopsie! ") ;

return this.name;

}
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Code Example #1

Simple Contracts 1T Client

class PersonClient {
public PersonClient () {
var exceptionalPerson = new Person(null);
var badPerson = new Person(String.Empty) ;

var popularInTheNews = new Person(“ Obama”);
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How does it work?

 Re-Do 1 If Code Contracts is enabled, the feature inspects your code
for calls to the API and then rewrites and recompiles your code,
Injecting the contracts in the appropriate locations. Debugging with
breakpoints demonstrates how post-compile code flow works.

» Aspect-Oriented Programming (AOP) T Libraries like PostSharp
have been inspecting and rewriting code for years now through .NET
reflection.

 Runtime Checks 1 After rewriting / recompiling your code, Code
Contracts can now perform run-time validation within your program.

« Static Checks T .NET Reflection & code exploration automation
libraries like Pex have provided Code Contracts with the solutions
necessary to explore code, find callers of contracts, and verify that the
caller provides sufficient code checks to fulfill the contract’s
reguirements.
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Code Example #2 (1 of 4)

Complex Contracts

[ContractClass (typeof (IPityTheFooContract<>)) ]
interface IPityTheFoo<T> {
int NumberOfPitifulFoos { get; set; }
bool Pity (T theFoo);
}
[ContractClassFor (typeof (IPityTheFoo<>)) ]
sealed class IPityTheFooContract<T> : IPityTheFoo<T> {
int IPityTheFoo<T>.NumberOfPitifulFoos {
[Pure] // no state modifications
get {
Contract.Ensures (Contract.Result<int>() > 0),
“Value will always be positive”);
return default (int);

}
[/ continued...

SET
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Code Example #2 (2 of 4)

Complex Contracts

set { // not pure!
Contract.Requires (value > 0O,

“Al'l Your Base must always be positive.”);

bool IPityTheFoo<T>.Pity (T theFoo) {

Contract.Requires (theFoo ! = nul botstd know the foo to pity em” ) ;
Contract.Ensures (Contract.Result<bool>( ), “ I al ways fpalt'y;the
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Code Example #2 (3 of 4)

Complex Contracts

class Mr<T> : IPityTheFoo<T> {
private int numberOfPitifulFoos = 1; // always pity at least one foo
public int NumberOfPitifulFoos {
get {
return this.numberOfPitifulFoos; // contract guarantees positive
}
set {

this.numberOfPitifulFoos = value; // contracts checks for us!!!

}
public bool Pity (T theFoo) {
// proper config, Code Contracts ensures always true for free!!!

return theFoo !'= null;

L J socerr
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Code Example #2 (4 of 4)

Complex Contracts 1 Client

class Program {

public static void Main(string[] args) {
var theMan = new Mr<Person> () ;
var eric = new Person(“Eric Swanson”),;
if (theMan.Pity(eric)) Console.WriteLine( “ | al ways pidoly” the

else Console.WritelLine( “ Code contracts must be disabl e

Console.Read() ;
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Why Should | Change? (1 of 2)

Benefits of Code Contracts

Code Contracts offers you a few benefits...

 Use it Today i It ships with .NET 4.0 and Visual Studio 2010, but is
compatible for use in previous .NET versions.

« Configurable Run-Time Checks T Okay, so this one makes the balance
even with manual checks in the code. Carefully consider how you want to
enforce contracts. For example, if you have a comprehensive testing effort
prior to production releases, you might consider disabling code contracts in
Release mode to improve performance. But, know what will be calling that
code!!!

« Configurable static checks i Whoa! The post-compiler step enforced by
Code Contracts can warn you about broken or *unproven* contracts before
the code even runs! This reduces some of the mundane unit tests to check if
exceptions are thrown for nulls, etc. It does not replace TDD!!!
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Why Should | Change? (2 of 2)

Benefits of Code Contracts

« Separation of Concerns i1 Just lip service? Are we going to far? Well, | think
the library shows just how much we already do to specify “contracts” in our
code. The library also forces us to think about contracts separately.

* Integration with Pex T The original Spec# team worked closely with Pex and
the results have improved the static code analysis and post-compile re-
compile.

 1.0is Actually Mature i That's right! Thanks to the efforts of Spec#, Pex,
and the bundling with .NET 4, Code Contracts sits on top of a great many
lessons learned with Microsoft’s full support.

« Auto-Documentation Integration T Output contract documentation with your
project into the standard .NET documentation XML format. Extensions
bundled with Code Contracts then enable you to include the contract
information in your code’s help files through SandCastle.
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http://channel9.msdn.com/posts/Peli/Xml-Documentation-from-Code-Contracts-for-Net/
http://www.codeplex.com/Sandcastle

About Eric Swanson and Sogeti

1) So you can find out more, 2) Sogeti rocks, 3) | will always need a job ©

Eric Swanson:

I joined Sogeti USA as a Principal Consultant in the Phoenix, AZ office on September 03, 2009. | have been working on enterprise software
for large clients in the Phoenix valley for more than 10 years with a focus on the Microsoft technology stack. | began with web development
and started juggling development of more traditional Windows applications and components a couple of years later. | focused my career
development on the .NET framework from its very early beta bits and have been enjoying the explosion of .NET technology ever since. My
professional experiences have led me through every step of the software development life cycle, including taking the business perspective on
software through Enterprise Architecture. http://blogs.us.sogeti.com/ericswanson/

Sogeti: Sogeti Practices:
- Stands for the delivery of top quality IT services 7 [EMEETgIEE MAIERoEeEil SelIIneE
) ) * Enterprise Solutions Consulting
* |s located close to its clients _ _ : :
o _ _ * High Tech Consulting MS Alliance
* Has a strong bond with its clients and its - IBM & Open Solutions Video
employees - a people-centric organization _ _
_ ) * Quality Assurance & Testing
* Is flexible and entrepreneurial, and can therefore Watch Now »
respond very quickly to client requests and Sogeti Phoenix Office:

changes in the market. 3636 N. Central Ave, # 810

http://us.sogeti.com/ Phoenix, AZ 85012
Phone: 602-308-8900
PhoenixOffice@us.sogeti.com
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